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Privacy Resources and Sites on the Internet 
 

By 
 

Marcus P. Zillman, M.S., A.M.H.A. 
Executive Director – Virtual Private Library 

zillman@virtualprivatelibrary.com 
 
 

Privacy Resources and Sites on the Internet is a comprehensive listing of privacy 
resources currently available on the Internet. These include associations, indexes, search 
engines as well as individual websites and sources that supply the latest technology and 
information about privacy and how it relates to you and the Internet.  The below list of 
sources is taken from my Subject Tracer™ Information Blog titled Privacy Resources 
and is constantly updated with Subject Tracer™ bots from the following URL:  

 
http://www.PrivacyResources.info/ 

 
These resources and sources will help you to discover the many pathways available to 
you through the Internet to find the latest privacy sources and sites. 
 

 
Figure 1: Privacy Resources Subject Tracer™ Information Blog 
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Privacy Resources and Sites: 
 
10 Minute Mail 
http://10minutemail.com/10MinuteMail/index.html 
 
12VPN - Unblock Websites and Improve Privacy 
http://12vpn.com/ 
 
Adeona - Open Source System for Tracking Locaion of Lost or Stolen Laptops 
http://adeona.cs.washington.edu/ 
 
Aderes Internet Security - Secure Email, Secure Web Browsing, and Secure 
Internet Access (VPN) 
http://www.aderes.net/ 
 
AIM Sniff 
http://www.aimsniff.com/ 
 
Akoura - Secure, Reliable and Transparent Information Security and Privacy 
http://www.akoura.com/ 
 
alt.privacy - Google Groups 
http://groups.google.com/groups?hl=en&lr=&ie=UTF-8&group=alt.privacy 
 
A Model Regime of Privacy Protection by Daniel J. Solove and Chris Jay Hoofnagle 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=881294 
 
Aniscartujo SSL Tunnel 
https://aniscartujo.com/ssltunnel/ 
 
Anonymity 4 Proxy 
http://www.inetprivacy.com/ 
 
Anonymity and Privacy On the Internet 
http://www.stack.nl/~galactus/remailers/index.html 
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Anonymity Check 
http://xerobank.com/check.php 
 
Anonymizer - Anonymous Web Surfing, Anti Spyware, Anonymous Proxy, & 
Identity Protection 
http://www.anonymizer.com/ 
 
Anonymous Browsing Quick-Start Page 
http://www.space.net.au/~thomas/quickbrowse.html 
 
Anonymous Communications on the Internet 
http://www.aaas.org/spp/anon/ 
 
AnonyMouse.org 
http://anonymouse.org/ 
 
Anonymous Email 
http://www.anonymous.to/ 
 
Anonymous Email Providers from Business.com 
http://www.business.com/directory/internet_and_online/email/anonymous_mailers/ 
 
Anonymous Remailer FAQ - Email Privacy FAQ 
http://www.andrebacard.com/remail.html 
 
Anonymous Surfing 
http://www.anonymitychecker.com/index.html 
 
Anonymous Voting System 
http://sourceforge.net/projects/anonymousvoting/ 
 
An Overview of Steganography for the Computer Forensics Examiner by Gary C. 
Kessler 
http://www.garykessler.net/library/fsc_stego.html 
 
AntiOnline - Maximum Security for a Connected World 
http://www.antionline.com/ 
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Anti-Phishing Working Group 
http://www.antiphishing.org/ 
 
AntiProxy 
http://www.antiproxy.com/ 
 
AOL.com Privacy Policy 
http://about.aol.com/aolnetwork/aol_pp 
 
APAS Anonymous Remailer Use [FAQ 1/8]: Overview 
http://www.faqs.org/faqs/privacy/anon-server/faq/use/part1/ 
 
AT&T Privacy Bird 
http://privacybird.com/ 
 
A Taxonomy of Privacy by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=667622 
 
AxCrypt File Encryption Software - Free Personal Privacy and Security for 
Windows 
http://axcrypt.sourceforge.net/ 
 
Basic Cryptanalysis 
http://www.umich.edu/~umich/fm-34-40-2/ 
 
BeeMask - Private Calling 
http://www.beemask.com/ 
 
beHidden.com - Anonymous Web Surfing and eMail 
http://www.behidden.com/ 
 
Beyond Concern: Understanding Net Users' Attitudes About Online Privacy 
http://www.research.att.com/projects/privacystudy/ 
 
Black Box Search - Secure Search 
http://www.BlackBoxSearch.com/ 
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boz - Private Web Bookmarks 
http://sandbox.sourcelabs.com/boz/ 
 
BugMeNot.com 
http://www.BugMeNot.com/ 
 
calcmaster.NET Anonymizer 
http://www.calcmaster.net/ 
 
Call-Safely - Protect Your Privacy and Call Safely 
http://www.call-safely.com/ 
 
CCleaner 
http://www.ccleaner.com/ 
 
Center for Information Policy (CIP) - University of Maryland 
http://www.cip.umd.edu/ 
 
Click Confidential: A Privacy Primer for the Social Web 
http://liberty.pacificresearch.org/docLib/20090706_Click_Confidential.pdf 
 
CloudSafe - Safe Harbor for Sensitive Data 
https://secure.cloudsafe.com/ 
 
COGIPAS.com - Complete Online Guide to Internet Privacy, Anonymity and 
Security 
http://cogipas.com/ 
 
Collusion - Discover Who Is Tracking You Online  
http://www.mozilla.org/en-US/collusion/ 
 
Conceptualizing Privacy by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=313103 
 
Contactify - Private Contact Form 
http://www.contactify.com/ 
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COTSE-Privacy Resources - Privacy Watch 
http://www.cotse.com/privres.htm 
 
Creating an Online Privacy Policy 
http://www.info-law.com/create.html 
 
Cryptocat - Open Source Encrypted Private Alternative To Other Chat Services 
https://crypto.cat/ 
 
Cryptography and Security 
http://theory.lcs.mit.edu/~rivest/crypto-security.html 
 
CryptoHeaven - Secure and Anonymous eMail, Online Storage and File Sharing 
http://www.cryptoheaven.com/ 
 
Cryptovore - Privacy News Aggregator 
http://cryptovore.com/ 
 
Darik's Boot and Nuke (Hard Drive Disk Wipe) 
http://dban.sourceforge.net/ 
 
DBAN - Securely Wipe Clean Hard Disks 
http://dban.sourceforge.net/ 
 
Decing - Decisions Through Secret and Private Votes 
http://www.decing.com/ 
 
DemocraKey - Portable Privacy Suite 
http://www.democrakey.com/ 
 
DNS Stuff 
http://www.dnsstuff.com/ 
 
Documentation of Internet Filtering Worldwide by Jonathan Zittrain and Benjamin 
Edelman 
http://cyber.law.harvard.edu/filtering/ 
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Drop.io - Simple Private Exchange 
http://www.drop.io/ 
 
DudMail - Disposable eMail Addresses for the Masses 
http://www.dudmail.com/ 
 
Economic Crime Investigation Institute 
http://www.ecii.edu/ 
 
EFF: Anonymity/Pseudonymity 
http://www.eff.org/Privacy/Anonymity/ 
 
EFF - Electronic Frontier Foundation 
http://www.eff.org/ 
 
EFGA: Electronic Frontiers Georgia 
http://efga.org/ 
 
Electronic Privacy Information Center 
http://www.epic.org/ 
 
emailerr - Protect Against Spambots 
http://www.emailerr.com/ 
 
eMail Privacy 
http://www.emailprivacy.info/ 
 
EPIC Online Guide to Practical Privacy Tools 
http://www.epic.org/privacy/tools.html 
 
EPIC Online Guide to Privacy Resources 
http://epic.org/privacy/privacy_resources_faq.html 
 
Eraser - Open Source Removal of Sensitive Data From Hard Drives 
http://www.heidi.ie/node/6 
 
EULAlyzer _ Analyze License Agreements for Interesting Words and Phrases 
http://www.javacoolsoftware.com/eulalyzer.html 
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Everyone’s Guide to By-Passing Internet Censorship: For Citizens Worldwide 
(.PDF 2.3MB)  
http://deibert.citizenlab.org/Circ_guide.pdf 
 
FindNot - Anonymous Surfing, Anonymous Email & Anonymous Internet 
http://www.findnot.com/ 
 
freenigma - Privacy Technology to Your favorite Webmail Service 
http://www.freenigma.com/ 
 
FreeOTFE - Free Open Source On the Fly Transparent Disk Encryption Program 
http://www.freeotfe.org/ 
 
Free Public Proxy Servers List: WWW, FTP, IRC, SOCKS, TELNET, WINGATE 
http://tools.rosinstrument.com/proxy/ 
 
Freedom Internet Security & Privacy 
http://www.freedom.net/ 
 
Frost - Freenet Client Providing Newsgroup-Like Private Encrypted Messages 
http://jtcfrost.sourceforge.net/ 
 
G.E. Boyd's Everything By eMail Web Page 
http://www.expita.com/ 
 
Genetic Privacy 
http://epic.org/privacy/genetic/ 
 
Ghostzilla - The Invisible Browser 
http://www.ghostzilla.com/ 
 
Global Internet Freedom Consortium - Inform, Connect and Empower the People 
http://www.internetfreedom.org/ 
 
Global Voices Online 
http://cyber.law.harvard.edu/globalvoices/ 
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GnuPG (The GNU Privacy Guard) 
http://www.gnupg.org/ 
http://freshmeat.net/projects/gnupg/?branch_id=10426&release_id=178151 
 
GoSecure - Cryptographic Datastore 
http://www.gosecure.com/  
 
HackNotifier - Protect Yourself From Hackers 
https://www.hacknotifier.com/ 
 
Guerrilla Mail - Disposable Temporary eMail Address 
http://www.guerrillamail.com/ 
 
HavenCo 
http://www.havenco.com/ 
 
Health Privacy Project 
http://www.healthprivacy.org/ 
 
Hide The IP - Hide IP Anonymous Surfing Software 
http://hide-the-ip.com/ 
 
Hiding Your IP Address, Anonymous Internet Surfing HOWTO 
http://tools.rosinstrument.com/proxy/howto.htm 
 
How Public Opinion Polls Define and Circumscribe Online Privacy by Kim Bartel 
Sheehan 
http://firstmonday.org/issues/issue9_7/sheehan/ 
 
HOWTO ByPass Internet Censorship 
http://www.zensur.freerk.com/ 
 
How to Blog Safely (About Work or Anything Else) 
http://www.eff.org/Privacy/Anonymity/blog-anonymously.php 
 
How to Bypass Most Firewall Restrictions and Access the Internet Privately 
http://www.buzzsurf.com/surfatwork/ 
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How To File an FOIA Request by Taylor Holliday 
http://snipurl.com/cdcs 
 
Hushmail Free Encrypted Web-mail, IM and Documents 
https://www.hushmail.com/ 
 
IBM Privacy Practices on the Internet 
http://www.ibm.com/privacy/us/ 
 
iByPass - Large and Influential Proxy Network on the Internet 
http://ibypass.net/ 
 
IDzap & IDseal --- Secure Anonymous Web Browsing and Secure Email Service 
http://www.idzap.com/index.php 
 
Incapsula - Maximum Security and Performance For Any Website  
http://www.incapsula.com/ 
 
Information Privacy Law Textbook  
http://docs.law.gwu.edu/facweb/dsolove/Information-Privacy-Law.htm 
 
Information Valet Project 
http://informationvalet.wordpress.com/ 
 
International Alliance - Anonymous Professionals Offering Privacy Services 
http://www.intl-alliance.com/ 
 
Internet Hoaxes 
http://www.InternetHoaxes.info/ 
 
Internet Privacy and eMail Security 
http://www.privacyresources.org/ 
 
Internet Privacy and Security Resources 
http://www.internetprivacysecurity.net/ 
 
InvisibleNet 
http://www.invisiblenet.net/ 
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invisiblog.com (beta) - Anonymous Weblog Publishing 
http://invisiblog.com/ 
 
iphide - Anonymous Proxy Server...Hide Yyour IP Address 
http://www.iphide.com/ 
 
iPrivacyTools 
http://www.iprivacytools.com/ 
 
JanRain - Identity Services with OpenID 
http://janrain.com/ 
 
JAP -- Anonymity & Privacy 
http://anon.inf.tu-dresden.de/index_en.html 
 
JASYPT - JAva Simplified EncrYPTion 
http://www.jasypt.org/ 
 
JotOnce - New Simple Way To Exchange Information  
http://jotonce.com/ 
 
Journal of Privacy Technology 
http://www.jopt.org/ 
 
JUMPTO - Trusted Name In Online Security and Identity Protection Solutions 
http://www.jumpto.com/ 
 
JunkBusters 
http://www.junkbusters.com/ 
 
LetsCall.me - Accept Calls Anonymously Without Revealing Your Phone Number 
http://letscall.me/ 
 
Lockbin - Free Service for Sending Private Secure eMail Messages 
https://lockbin.com/ 
 
LogFinder- Reduce Unnecessary Log Files 
http://www.eff.org/news/archives/2005_02.php#002370 
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Mailinator - Instant and Temporary Spam Free eMail Address 
http://www.mailinator.com/ 
 
MailMyWeb.com - Browse the Internet in a Revolutionary Way 
http://www.MailMyWeb.com/ 
 
MailTo Encoder - Encode Your eMail Address To Prevent SPAM 
http://www.mailtoencoder.com/ 
 
Mario's Brief Report About Your Internet Access Connection 
http://mprofaca.cro.net/report.html 
 
Markle Foundation - Addressing Crticial Public Needs in the Information Age 
http://www.markle.org/ 
 
Martus - The Global Social Justice Monitoring System 
http://www.martus.org/ 
 
Melt Mail - Your Temporary eMail Forwarding 
http://meltmail.com/ 
 
MiniGroup - Instant Private Groups for Work or Fun 
https://www.minigroup.com/ 
 
MixMaster 
http://mixmaster.sourceforge.net/ 
 
Muffin - WWW Filtering System 
http://muffin.doit.org/ 
 
M u t e M a i l - Secure and Anonymous eMail System 
http://www.mutemail.com/ 
 
My Secure ISP 
http://www.mysecureisp.com/ 
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myTrashMail.com - Temporary and Anonymous eMail 
http://www.mytrashmail.com/ 
 
Neil's Security and Privacy Resources 
http://www.jjtc.com/Security/ 
 
New Order - Computer Security and Networking Portal 
http://neworder.box.sk/codebox.links.php?key=anonym 
 
Not Sharing My Info - Temp Mail, Anonymous Mail, eMail Proxy 
http://notsharingmy.info/ 
 
Novo Ordo - eMail Privacy 
http://www.novo-ordo.com/ 
 
OneTimeMessage.com - Providing Highly Secure One-Time Messages 
https://onetimemessage.com/ 
 
Online Information Sellers: How to Opt Out 
http://www.privacyrights.org/ar/infobrokers.htm 
 
Online Privacy Alliance 
http://www.privacyalliance.org/resources/ 
 
Online Privacy-Related Software 
http://privacy.net/software/ 
 
On the Identity Trail: Understanding the Importance and Impact of Anonymity and 
Authentication in a Networked Society 
http://anonequity.org/ 
 
Open Directory - Computers: Internet: E-mail: Anonymous Mailers 
http://www.dmoz.org/Computers/Internet/E-mail/Anonymous_Mailers/ 
 
OpenNet Initiative - Documenting Internet Content Filtering Worldwide 
http://www.opennetinitiative.net/ 
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OpenPrivacy Initiative 
http://www.openprivacy.org/ 
 
OpenNet Initiative 
http://www.opennetinitiative.net/ 
 
Open Security Foundation 
http://opensecurityfoundation.org/ 
 
Open Society Institute 
http://www.osi.am/ 
 
Operation Encrypt Everything (OpE^2)  
http://encrypteverything.ca/index.php/Main_Page 
 
Panopticlick - How Unique and Trackable Is Your Browser Test 
http://panopticlick.eff.org/ 
 
PassPack - Free Anonymous Online Password Manager 
http://www.passpack.com/ 
 
Password Safe 
http://passwordsafe.sourceforge.net/ 
 
Patient’s Guide to HIPAA - How to Use the Law to Guard your Health Privacy  
http://www.worldprivacyforum.org/hipaa/index.html 
 
Patient Privacy Rights Toolkit 
http://www.patientprivacyrights.org/site/PageServer?pagename=Toolkit 
 
PC-3P Online - Computer Privacy and Internet Security Software 
http://www.pcprivacycentral.com/ 
 
PeerCast 
http://www.peercast.org/ 
 
Personal Informediary Center - Privacy Resources 
http://personalinfomediary.com/Privacy_resources.htm 
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PHP Anonymizer - Free and Unlimited Anonymous Surfing Service 
http://www.merletn.org/uk/anonymizer 
 
Platform for Privacy Preferences (P3P) Project 
http://www.w3.org/P3P/ 
 
Ponemon Institute 
http://www.ponemon.org/ 
 
PORTIA - Privacy, Obligations, and Rights in Technologies of Information 
Assessment 
http://crypto.stanford.edu/portia/ 
 
Privacy.li - Privacy Tool Website for Anonymity 
http://www.privacy.li/ 
 
Privacy & Human Rights Reports 
http://www.privacyinternational.org/survey/ 
 
Privacy Analysis of your Internet Connection 
http://privacy.net/analyze/ 
 
PrivacyBot.com -- Web Site Privacy Policies and Privacy Seal Trustmarks 
http://www.privacybot.com/ 
 
Privacy Digest: Privacy News (Civil Rights, Encryption, Free Speech, 
Cryptography) 
http://www.privacydigest.com/ 
 
Privacy Finder - Privacy-enhanced Search Engine 
http://www.privacyfinder.org/ 
 
Privacy Forum 
http://www.vortex.com/privacy/ 
 
Privacy Guide: Tools of the Trade 
http://www.all-nettools.com/privacy/trtools.htm 
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PrivacyHarbor™ - Private Communication Network™  
http://www.privacy-harbor.com/privacy-harbor.html 
 
Privacy, Information, and Technology Textbook 
http://docs.law.gwu.edu/facweb/dsolove/Privacy-Information-Technology.htm 
 
Privacy International (PI) 
http://www.privacyinternational.org/ 
 
Privacy Knowledge Base™ 
http://www.privacyknowledgebase.com/homepage.jsp 
 
Privacy Policy Generator 
http://privacy-policy-generator.legalriver.com/ 
 
Privacy Resources from the Federal Citizen Information Center 
http://www.pueblo.gsa.gov/privacy_resources.htm 
 
Privacy Rights Clearinghouse 
http://www.privacyrights.org/ 
 
Privacy Rights Clearinghouse - Privacy Links 
http://www.privacyrights.org/links.htm 
 
PrivCom - Privacy Communications 
http://www.privcom.org/ 
 
Privnote - Send Notes That Will Self Destruct After Being Read 
https://privnote.com/ 
 
Privoxy 
http://www.privoxy.org/ 
 
Protecting Your Privacy and Security On a Home PC 
https://netfiles.uiuc.edu/ehowes/www/ 
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Proxify® - Anonymous Proxy Protects Your Online Privacy Without Installing 
Software 
http://proxify.com/ 
 
Proxygiga - Free Web Based Proxy 
http://www.proxygiga.com/ 
 
Proxy Sites Listing from Tech FAQ 
http://www.tech-faq.com/proxy-sites.shtml 
 
Psiphon 
http://psiphon.civisec.org/ 
 
Publius Censorship Resistant Publishing System 
http://cs1.cs.nyu.edu/waldman/publius/ 
 
reCAPTCHA Mailhide 
http://www.google.com/recaptcha/mailhide/ 
 
reCAPTCHA - Privacy While Digitizing Books One Word At a Time 
http://recaptcha.net/index.html 
 
Reconstructing Electronic Surveillance Law by Daniel J. Solove 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=445180 
 
Reppler - Keep Your Facebook Image Clean and Safe 
http://www.reppler.com/ 
 
Reputation Defender 
http://www.reputationdefender.com/ 
 
Retroshare - Comunicate Secure with Friends 
http://www.retroshare.org/ 
 
RFDump 
http://www.rfdump.org/ 
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SafeWeb  
https://www.safeweb.com/ 
 
ScatterChat 
http://www.scatterchat.com/ 
 
Scramble Assistant for Word 
http://payneconsulting.com/products/scramword_free/ 
 
Scroogle - Anonymously Search Google and Yahoo 
http://www.Scroogle.org/ 
 
Second Sight - PC Surveillance Software 
http://www.iquesoft-online.com/pdssight.htm 
 
SecureNetics - Secure Anonymous Internet Server Provider 
http://www.securenetics.com/ 
 
Secure NNTP - Anonymous Web Surfing and Secure Tunneling 
http://www.securenntp.com/ 
 
Securing Cyberspace for the 44th Presidency  
http://www.csis.org/media/csis/pubs/081208_securingcyberspace_44.pdf 
 
Security Resources Internet MiniGuide by Marcus P. Zillman 
http://SecurityResources.BlogSpot.com/ 
 
SendSocial - Send Anything AnyWhere Without an Address 
https://sendsocial.com/ 
 
SFS - Self-certifying File System 
http://www.fs.net/sfswww/ 
 
Sharing, Privacy and Trust in Our Networked World 
http://www.oclc.org/reports/sharing/ 
 
SharpMail - Anonymous eMail and SMS 
http://sharpmail.co.uk/ 
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SlyDial - Connects You Directly to Someone's Mobile Voicemail 
http://www.slydial.com/ 
 
Sneakemail - the Anonymizer Anti Spam Service and Spam Filter 
http://sneakemail.com/ 
 
Sociosecure - Protecting Company Information and Employee Privacy 
http://www.sociosecure.com/ 
 
Somebody Proxy Servers and Anonymizer 
http://www.somebody.net/ 
 
SquiggleSR - Privacy for User's of Search Engines 
http://squigglesr.free.fr/ 
 
StayInvisible 
http://www.stayinvisible.com/index.pl 
 
Surpriv: RFID Surveillance and Privacy 
http://www.stapleton-gray.com/surpriv/ 
 
Switzerland Network Testing Tool 
http://www.eff.org/testyourisp/switzerland 
 
Take Back Your Privacy - A Campaign from the Center for Democracy and 
Technology 
http://cdt.org/takebackyourprivacy 
 
Tempalias - Temporary Email Aliases 
http://tempalias.com/ 
 
Tenebril GhostSurf 
http://www.tenebril.com/products/ghostsurf/ 
 
Ten Steps to Online Privacy & Security 
http://snipurl.com/4gxl 
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The Anonymous Email Website 
http://www.TheAnonymousEmail.com/ 
 
The Digital Journalist’s Legal Guide 
http://www.rcfp.org/djlg/ 
 
The Freenet Project 
http://freenet.sourceforge.net/ 
 
The Good To Know Campaign from Google 
http://www.google.co.uk/goodtoknow/campaign/ 
 
The National Security Archive 
http://www2.gwu.edu/~nsarchiv/index.html 
 
The Open Society Paradox - Daily News On Openness, Privacy and Security 
http://www.opensocietyparadox.com/ 
 
The Origins and Growth of Information Privacy Law by Daniel J. Solove  
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=445181 
 
The Privacy Page 
http://www.privacy.org/ 
 
The Privacy Place 
http://theprivacyplace.org/ 
 
The Privax Network - A Web Anonymity Network 
http://www.privax.us/ 
 
The SSD Project - EFF Surveillance Self-Defense Project 
https://ssd.eff.org/ 
 
The Surveillance-Industrial Complex - ACLU Report 
http://www.aclu.org/SafeandFree/SafeandFree.cfm?ID=16224&c=207 
 
Third Party Anonymous Remailers 
http://privacy.net/remailer/ 
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TigerText - Secure Mobile Messaging 
http://www.tigertext.com/ 
 
TOR: An Anonymous Internet Communication System 
http://tor.eff.org/ 
 
Torpark - Turn Any Internet Terminal Into a Secure Connection 
http://torpark.nfshost.com/ 
 
TrackMeNot 
http://mrl.nyu.edu/~dhowe/TrackMeNot/ 
 
Trackn - Mobile Tracking Service 
http://www.trackn.me/ 
 
Transactions on Data Privacy (TDP) 
http://www.tdp.cat/ 
 
TrueCrypt - Free Open-Source On-The-Fly Disk Encryption 
http://www.truecrypt.org/ 
 
tru.ly - Be Verfied, Anywhere 
https://tru.ly/ 
 
TxtNinja - Hide eMail, Text or Domain From Search Engines 
http://www.txtninja.com/ 
 
Unwanted Links - Privacy and Spyware Information for Consumers and 
Webmasters 
http://www.unwantedlinks.com/ 
 
Vanish - Enhancing the Privacy of the Web with Self-Destructing Digital 
http://vanish.cs.washington.edu/ 
 
Veralinx - Anonymous Proxy/VPN and Secure Email 
http://www.veralinx.com/ 
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VPNClub - Safe and Secure Virtual and Physical Servers  
http://www.vpnclub.biz/ 
 
Walnote - Secure Notes Online 
http://www.walnote.com/ 
 
WatchDox - Control, Track and Protect Your Documents 
http://www.WatchDox.com/ 
 
webeMail.me - Disposable eMail Service 
http://www.webemail.me/ 
 
Web Privacy Check 
http://ipinfo.info/html/privacy-check.php 
 
What the Internet Knows About You Project 
http://www.whattheinternetknowsaboutyou.com/ 
 
whspr! - Get eMails Without Revealing Your eMail Address 
http://whspr.me/ 
 
WiredSafety 
http://www.wiredsafety.org/ 
 
Wiretapped - Computer Security Software Archive 
http://www.wiretapped.net/ 
 
World Privacy Forum 
http://www.worldprivacyforum.org/ 
 
XeroBank - Privacy You Can Bank On 
http://www.XeroBank.com/ 
 
YaCy - Distributed P2P Based Web Indexing and Anonmymous Search Engine 
http://www.yacy.net/yacy/ 
 
Yauba - The World's First Privacy Safe Real-Time Search Engine 
http://www.yauba.com/ 
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YouSendIt - Email Large Files Quickly, Securely, and Easily 
http://s20.yousendit.com/ 
 
ZipLip 
http://www.ziplip.com/ 
 
Zfone - Secure Voice Over IP 
http://www.philzimmermann.com/EN/zfone/index.html 
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Subject Tracer™ Information Blogs 
 
Subject Tracer™ Information Blogs created and developed by the Virtual Private 
Library™ combine the best of the latest tools on the Internet. Using bots, blogs and news 
aggregators the Subject Tracer™ Information blogs generate RSS feeds with the latest 
resources to create a current information resource flow through niched subject tracers. I 
am proud to be the creator of the Internet’s first Subject Tracer™ Information Blogs: 
 
Virtual Private Library™ 
http://www.VirtualPrivateLibrary.com/ 
 
Agriculture Resources 
http://www.AgricultureResources.info/ 
 
AnswerSpot  
http://www.AnswerSpot.us/ 
 
Artificial Intelligence Resources 
http://www.AIResources.info/ 
 
Astronomy Resources 
http://www.AstronomyResources.info/ 
 
Auction Resources 
http://www.AuctionResources.info/ 
 
Biological Informatics 
http://www.BiologicalInformatics.info/ 
 
Biotechnology Resources 
http://www.BiotechnologyResources.info/ 
 
Bot Research 
http://www.BotResearch.info/ 
 
Business Intelligence Resources 
http://www.BIResources.info/ 
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ChatterBots 
http://www.ChatterBots.info/ 
 
Data Mining Resources 
http://www.DataMiningResources.info/ 
 
Deep Web Research 
http://www.DeepWebResearch.info/ 
 
Directory Resources 
http://www.DirectoryResources.info/ 
 
eCommerce Resources 
http://eCommerceResources.info/ 
 
Elder Resources 
http://www.ElderResources.info/ 
 
Employment Resources 
http://www.EmploymentResources.info/ 
 
Entrepreneurial Resources 
http://www.EntrepreneurialResources.info/ 
 
Fact Checkers Directory 
http://www.FactCheckers.us/ 
 
Financial Sources 
http://www.FinancialSources.info/ 
 
Finding People 
http://www.FindingPeople.info/ 
 
Games Resources 
http://www.GamesResources.info/ 
 
Genealogy Resources 
http://www.GenealogyResources.info/ 
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Grant Resources 
http://www.GrantResources.info/ 
 
Green Files 
http://www.GreenFiles.info/ 
 
Grid, Distributed and Cloud Computing Resources 
http://www.GridResources.info/ 
 
Healthcare Resources 
http://www.HealthcareResources.info/ 
 
Information Futures Markets 
http://www.InformationFutureMarkets.com/ 
 
Information Quality Resources 
http://www.InformationQualityResources.info/ 
 
International Trade Resources 
http://www.InternationalTradeResources.info/ 
 
Internet Alerts 
http://www.InternetAlerts.info/ 
 
Internet Demographics 
http://www.InternetDemographics.info/ 
 
Internet Experts 
http://www.InternetExperts.info/ 
 
Internet Hoaxes 
http://www.InternetHoaxes.info/ 
 
Intrapreneurial Resources 
http://www.IntrapreneurialResources.info/ 
 
Journalism Resources 
http://www.JournalismResources.info/ 
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Knowledge Discovery  
http://www.KnowledgeDiscovery.info/ 
 
Military Resources 
http://www.MilitaryResources.info/ 
 
New Economy Analytics, Resources and Alerts 
http://www.NewEconomyAnalytics.com/ 
 
Outsourcing/Offshoring Information and Resources 
http://www.OutsourcingOffshore.us/ 
 
Privacy Resources 
http://www.PrivacyResources.info/ 
 
Reference Resources 
http://www.ReferenceResources.info/ 
 
Research Resources 
http://www.ResearchResources.info/ 
 
RestStress™ 
http://www.RestStress.com/ 
 
Script Resources 
http://www.WcriptResources.info/ 
 
ShoppingBots 
http://www.ShoppingBots.info/ 
 
Social Informatics 
http://www.SocialInformatics.info/ 
 
Statistics Resources 
http://www.StatisticsResources.info/ 
 
Student Research 
http://www.StudentResearch.info/ 

http://www.privacyresources.info/�
mailto:zillman@VirtualPrivateLibrary.com�
http://www.knowledgediscovery.info/�
http://www.militaryresources.info/�
http://www.neweconomyanalytics.com/�
http://www.outsourcingoffshore.us/�
http://www.privacyresources.info/�
http://www.referenceresources.info/�
http://www.researchresources.info/�
http://www.reststress.com/�
http://www.wcriptresources.info/�
http://www.shoppingbots.info/�
http://www.socialinformatics.info/�
http://www.statisticsresources.info/�
http://www.studentresearch.info/�


 
 
 

 
[Updated: April 11, 2012] 

Privacy Resources White Paper Link Compilation 
http://www.PrivacyResources.info/ 
zillman@VirtualPrivateLibrary.com 

Voice: 800-858-1462 
© 2007, 2008, 2009, 2010, 2011, 2012 Marcus P. Zillman, M.S., A.M.H.A. 

 

28 

Theology Resources 
http://www.TheologyResources.info/ 
 
Tutorial Resources 
http://www.TutorialResources.info/ 
 
World Wide Web Reference 
http://www.WWWReference.info/ 
 
 

 
Figure 2: Virtual Private Library™ 

 
Author Information: Marcus P. Zillman, M.S., A.M.H.A. Executive Director of the 
Virtual Private Library is an international Internet expert, author, keynote speaker and 
corporate consultant in the area of information retrieval, knowledge discovery, 
knowledge harvesting, artificial intelligence and bots/intelligent agents. He has created 
numerous world wide web sites including 53 Subject Tracer™ Information Portals and 
Blogs; written a number of internet miniguides, white papers, manuals and books; hosted 
over 160 weekly Internet television shows, writes a weekly and monthly column on 
Current Awareness on the Internet; writes a monthly newsletter Awareness Watch and 
delivers keynote presentations throughout the international marketplace. He also actively 
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delivers one and two day workshops for key industry sectors displaying how the Internet 
can be used as a tool to maintain current awareness and professional competencies.  
 
Additional websites by Marcus P. Zillman, M.S., A.M.H.A.: 
 
Marcus P. Zillman's Blog 
http://www.zillman.us/ 
 
Marcus P. Zillman Abbreviated Bio 
http://www.zillman.info/ 
 
White Papers by Marcus P. Zillman 
http://www.WhitePapers.us/ 
 
Internet MiniGuides™  
http://www.InternetMiniguide.com/ 
 
Awareness Watch™ Newsletter 
http://www.AwarenessWatch.com/ 
 
Marcus P. Zillman's Columns 
http://www.ZillmanColumns.com 
 
LinkSeries Publications 
http://www.LinkSeries.com/ 
 
Internet Sources™ Manual 
http://www.InternetSources.info/ 
 
Links By Marcus™ 
http://www.LinksByMarcus.com/ 
 
Workshops By Marcus™ 
http://www.WorkshopsByMarcus.com/ 
 
SourceSeries Internet Research Workshops 
http://www.SourceSeries.com/ 
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Watch Marcus™ 
http://www.WatchMarcus.com/ 
 
listen to marcus™ 
http://www.ListenToMarcus.com 
 
Research White Papers, Articles, Lectures and Speeches by Marcus P. Zillman, 
M.S., A.M.H.A.: 
 
Academic and Scholar Search Engines and Sources 
http://www.ScholarSearchEngines.com/ 
 
Bots, Blogs and News Aggregators                                                        
http://www.BotsBlogs.com/ 
 
Business Intelligence Online Resources 
http://www.BIOnlineResources.info/ 
 
Cloud Computing Resources Primer 
http://zillman.blogspot.com/2011/05/grid-distributed-and-cloud-computing.html 
 
Current Awareness Discovery Tools on the Internet 
http://zillman.blogspot.com/2009/08/current-awareness-discovery-tools-on.html 
 
Deep Web Research 2012 Article - LLRX  and Online White Paper 
http://zillman.blogspot.com/2011/02/llrx-february-2011-issue-deep-web.html 
http://DeepWeb.us/ 

eReference Library Link Toolkit  
http://www.eReferenceLibrary.com/ 
 
Finding Experts By Using the Internet  
http://www.FindingExperts.info/ 
 
Finding People Resources and Sites  
http://www.FindingPeople.info/ 
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Healthcare Bots and Subject Directories                                         
http://www.HealthcareBots.info/ 

Knowledge Discovery Resources 2012                                           
http://www.KDResources.info/ 

Online Research Browsers 
http://zillman.blogspot.com/2009/08/online-research-browsers.html                              

Online Research Tools                                                         
http://www.OnlineResearchTools.info/ 

Online Social Networking                                             
http://zillman.blogspot.com/2009/08/online-social-networking.html 

Searching the Internet                                                           
http://www.SearchingTheInternet.info/ 
 
Using the Internet As a Dynamic Resource Tool for Knowledge Discovery 
http://zillman.blogspot.com/2009/08/using-internet-as-dynamic-resource-tool.html 
 
Web Data Extractors 
http://www.WebDataExtractors.com/ 
 
Web Guide for the New Economy 
http://www.WebGuideNewEconomy.com/ 
 
White Papers By Marcus P. Zillman, M.S., A.M.H.A. 
http://www.WhitePapers.us/ 

Internet Tutor by Marcus P. Zillman, M.S., A.M.H.A.                
http://www.InternetTutor.info/                                                                                                    
Visit this site to learn about the availability of Marcus P. Zillman to tutor you or your 
associate one on one in the privacy of your residence or office on the latest happenings of 
the Internet including Internet basics to advanced Internet searching using bots and 
creating your own personal blog                                               
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Internet Speaking by Marcus P. Zillman, M.S., A.M.H.A.         
http://www.InternetSpeaker.net                                                                                                  
Visit this site to learn about Marcus P. Zillman’s speaking engagements for your 
organization meetings and events. View and listen to his previous presentations as well as 
his weekly television shows                                                                                     

Internet Consulting by Marcus P. Zillman, M.S., A.M.H.A.  
http://InternetConsultant.BlogSpot.com/                                                                                    
Visit this site to obtain information about obtaining the consultation services of Marcus P. 
Zillman for your company including eCommerce audits, utilization of bots, blogs and 
news aggregators or the creation of your own personal virtual private library powered by 
Subject Tracer™ Information bots!                                                                 
 
Current Awareness Monitors, Alerts and Information Traps                               
http://www.ecurrentAwareness.com/                                                                                       
Marcus P. Zillman’s latest report Current Awareness Monitors, Alerts and Information 
Traps for is available for purchase online and for immediate download. This report is a 
comprehensive listing of the latest resources, sources and sites for current awareness on 
the Internet. This is a must read for anyone who must stay current in their profession 
and/or business activity as the list of URLs will keep you at the leading edge of your 
career.  
 
Market Intelligence Resources                     
http://www.MarketIntelligenceResources.com/                                                                      
Marcus P. Zillman’s just released professional Internet MiniGuide is titled Market 
Intelligence Resources and is available for purchase online and immediate download. 
This 193 page digital miniguide represents a comprehensive listing of the latest 
resources, sources and sites to discover the latest Market Intelligence sources available on 
the Internet with many of them freely available!  Designed specifically for today’s 
entrepreneur, professional and/or investor. 
 
Entrepreneurial Links 101  
http://www.EntrepreneurialLinks.com/ 
Marcus P. Zillman’s newly released 231 page eReference digital book for the up and 
coming entrepreneur. Entrepreneurial Links 101 gives an alphabetical listing of the very 
best Internet and World Wide Web sites covering Entrepreneur Resources, Business 
Intelligence Resources and an extremely comprehensive list of Online Research Tools. 
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This is considered by many to be the entrepreneur’s bible for finding relevant and 
competent online resources! 
 
Internet Privacy and Security Resources 
http://www.InternetPrivacySecurity.net/ 
Marcus P. Zillman’s latest eReference digital publication is a selected comprehensive 
alphabetical listing of the latest resources and sites covering all aspects of privacy and 
security currently available over the Internet. From the board room to the family room, 
these resources and sites give you the information you need to maintain your privacy and 
security as you use the Internet in your business and personal life. 
 
Research Resources Online Guide 
http://www.ResearchResourcesOnline.net/ 
Marcus P. Zillman’s latest LinkSeries Publication is a 340 page digital guide of a selected 
comprehensive alphabetical listing of the latest and greatest resources and sites covering 
all areas of research that is currently available over the Internet. The guide covers online 
research resources and tools for the Newbie to research as well as the Seasoned 
researcher. Contents include: a) Research Resources, b) Research Tools, c) Student 
Research Resources Toolkit, d) Knowledge Discovery/Management and Data Mining 
Resources, e) Knowledge Discovery/Retrieval and the World Wide Web Resources,  f) 
Business Intelligence Resources, g) Reference Resources, and h) Subject Tracer™ 
Information Blogs. 
 
The Survivor’s Manual for The New Economy. 
http://www.NewEconomyManual.com/ 
Marcus P. Zillman’s latest LinkSeries Publication is a 239 page digital read that gives 
excellent resources and annotated sources for the new economy analytics, alerts, 
ecommerce, financial sources, invisible and deep web resources, social and business 
networking sources along with new economy competitive and business intelligence 
resources and an extremely comprehensive listing of new economy online tools. 
 
 
 
 
 
 

http://www.privacyresources.info/�
mailto:zillman@VirtualPrivateLibrary.com�
http://www.internetprivacysecurity.net/�
http://www.researchresourcesonline.net/�
http://www.linkseries.com/�
http://www.neweconomymanual.com/�

	Figure 1: Privacy Resources Subject Tracer™ Information Blog

